This study aims to identify methods to detect and prevent fraud and corruption in the public sector in Malaysia and their corresponding perceived effectiveness from the accountants' point of view. This study uses structured questionnaires (Cates, 1985) on a population sample comprising accountants and internal auditors from the Malaysian public sector. The outcomes from the study showed operational audits, enhanced audit committees, improved internal controls, implementation of fraud reporting policy, staff rotation, fraud hotlines and forensic accountants are among the most effective fraud detection and prevention mechanisms employed in the public sector. This study contributes towards enhancing the scope and effectiveness of fraud and corruption detection and prevention in the government machinery in Malaysia.
Introduction
It is necessary for an organization to establish an effective fraud prevention and detection method because it can reduce the opportunities of fraud from occurring (Bierstaker, Brody and Pacini, 2006) . These methods can comprise managerial communications about intolerance to fraudulent activities, executing transparent performance and remuneration schemes, pre-employment and on-going screening and, most significantly encouraging a culture of fraud awareness (PwC, 2012) . A survey conducted by PwC (2014) revealed that 37% of respondents globally reported fraud did occur in their organizations, and the number of economic crimes seemed to pose a persistent threat to businesses and their business processes. Ernst & Young (2014) reported the 59 countries involved in the survey agreed that incidence of fraud and reported cases are not declining. In fact new ways of fraud constantly emerge and matters that regulators and public consider inappropriate or fraudulent are evolving.
A survey by KPMG Malaysia (2013) discovered that the highest number of fraud perpetrators came from employees which represented about 50%. These employees were found to be among those in non-management. In 2009, this category of fraud perpetrators i.e. employees, in contrast, only represented about 34%. These figures are alarming to the government and the management, as there was an increase of 16% in 2013. The second category of fraud perpetrators were customers, followed by management, each category represented about 18% respectively. Other fraud perpetrators identified were service providers (8%) and suppliers (6%). The report also highlighted that theft of outgoing funds was the highest reported category of fraud at 67% in 2013 compared to 57% in 2009 survey. Ranking second, was theft of physical assets at 58%, followed by theft of incoming funds at 34%. On an individual basis, the most common types of fraud were theft of cash and cash receipts (26%), followed by false invoicing (16%) and theft of inventory (13%) (KPMG Malaysia, 2013) . Governments and corporations as claimed by Ernst & Young (2014) agree that fraud, bribery and corruption are bad for business and society, and that decisive steps need to be taken to reduce them.
Fraud prevention calls for measures to stop fraud from occurring in the first place. Fraud detection comes next once fraud prevention has failed as it involves identifying fraud as quickly as possible once it has been perpetrated (Bolton and Hand, 2002) . By nature, fraud detection must be used and worked continuously as fraud evolve.Clearly, the traditional approach to detect and prevent fraud, like auditing, is not sufficiently effective and only enabled fraud to be detected months after the date of the transactions, if ever. In some cases the consequent huge losses cause the organization to lose sustainability and the business would consequently collapse. Such belated discovery of fraud would then only have recourse on punishment which demonstrates a reactive approach instead of a proactive approach. Hence, deriving an understanding on the causes of fraud or economic crimes becomes vital, since this will crucially lead to identification of the most effective mechanisms to detect and prevent the occurrence of fraud.
Prior studies on fraud detection and prevention method have focused mainly on the private sector (Bierstaker, Brody and Pacini, 2006; Smith, 2012; Apostolou and Crumbley, 2008; Alleyne and Horward, 2005; Oluwagbemiga, 2010; Durtschi; Rahman and Anwar, 2014) . There were limited studies conducted on fraud detection and prevention in the public sector. There are various audit procedures that can be applied to detect fraud in the public sector. Interestingly, most researchers discovered analytical procedures were the most effective method to detect fraud. Therefore, the objectives of this study are: (i) To identify public sector employees awareness of fraud, (ii) To examine the existence of fraud detection and prevention techniques in the public sector organizations; and (iii) to examine the usage of technology to detect and prevent fraud. The findings of this study provide insights into the awareness of fraud detection and prevention among the Malaysian public sector organizations.
The study is organized in five sections. Section two discusses extant studies on fraud detection and prevention methods. This is followed by research methodology. Subsequently, the findings of the study will be presented and finally conclusions will be drawn.
Literature Review
A survey of fraud awareness, prevention, and detection in the public sector conducted by PWC (2012) on behalf of the Auditor-General of New Zealand concluded internal control systems was the most effective instrument for detecting fraud, with 36% of respondents alerting frauds were detected by this method.The survey also found less than 1% of fraud occurrences were discovered by external auditors since detecting fraud is neither the determination nor the emphasis of an external audit. However, Apostolou and Crumbley (2008) observed both regulators and stakeholders are strengthening the role of auditor's deterrence and detection of fraud. They asserted the Public Company Accounting Oversight Board (PCAOB), AU section 316.52 discusses varying the nature, timing, and scope of auditing procedures required to address recognized risks of material misstatement attributable to fraud.
The Better Practice Guide prepared by the Australian National Audit Office and KPMG (2012) identified fraud prevention approaches are the primary line of defense and provide the most cost-effective method of controlling fraud within an entity. These include ethical organizational culture, high awareness of fraud among staff, vendors and customers, and efficient internal control framework that enable consistent vendor reviews, data mining and analysis, and internal and external reporting mechanisms such as hotlines, web-based reporting, and internal reporting channels. Haron, Mohamed, Jomitin and Omar (2014) found that a forensic accountant is essential for an organization with the intention of decreasing the number of fraud occurrences in a public sector. A forensic accountant has an advantage to investigate beyond the figures over traditional auditor or accountant methods. This study was conducted from interviews and questionnaires distributed to public administrators from four public sector agencies in Malaysia; Federal Government, State Government, Local Authority and Statutory Bodies. Eiya and Otalor (2013) suggested that forensic accounting is a tool for fighting financial crime where the forensic auditor as an expert witness should at all times apply his skill and experience to support his expert opinion regarding an evidence or issue. According to Bierstaker et al. (2006) , although the organization's use of forensic accountant is minimal for any fraud detection and prevention, it has the highest rating of mean effectiveness. Albrecht and Zimbelman et al. (2012) found technology advances has derived proactive fraud detection techniques which analyze data and transactions to isolate fraud symptoms such as the trends, numbers and other related anomalies. While Bierstaker, et al. (2006) concluded firewalls, password protection and computer viruses are regularly used to combat fraud. However, despite receiving high ratings on effectiveness; discovery sampling, continuous auditing, digital analysis software and data mining are less often used by accountants for anti-fraud techniques.
A study conducted by Rahman and Anwar (2014) on Islamic banks in Malaysia found effective fraud prevention and detection methods using protection software such as firewalls and filtering software installed in the computer system with password protection. Jans, Lybaert and Vanhoof (2010) , focusing their study on internal fraud risk reduction involving both prevention and detection, found using a case company's procurement, data in a descriptive data mining technique facilitates assessing the current risk of internal fraud.
Another type of fraud prevention and detection method involves red flags. Pincus (1989) studied the effectiveness of a red flags questionnaire to evaluate the likelihood of fraud. Results showed auditors, who used a red flags questionnaire in fraud risk assessment measured a more comprehensive potential fraud indicator compared to those who did not use the questionnaire. Furthermore Gullkvist and Jokipii (2013) examined red flags according to the types of fraud; asset misappropriation and fraudulent financial reporting, and they concluded red flags are important in internal auditors report in relations to detecting asset misappropriation. A study by Seetharam, Senthilvelmurugan, and Periyanayagam (2004) emphasized strong internal control as the most effective method of fraud prevention. Moyes and Baker (2003) conducted a survey of practicing auditors on the importance of fraud detection effectiveness and their results indicated 56 out of 218 procedures were considered more effective in detecting fraud. Generally, the most effective procedures were associated with the existence and/or the strength of internal controls in the organizations.
Omar and Bakar (2012) conducted a survey on Fraud Prevention Mechanisms of Malaysian Government-Linked Companies: An Assessment of Existence and Effectiveness and their results showed that management review of internal controls and external audits of financial statements ranked as the top-most fraud prevention mechanisms in terms of the percentage of existence in organizations as perceived by internal auditors and fraud investigators, followed by operational audits, internal audits or fraud examination departments, and internal control review and improvements by departments. Omar and Bakar (2012) asserted that companies ignored the existence of red flags, and actions were only instituted after the discovery of fraud. They identified the top-most fraud prevention mechanisms in Malaysian Government-Link Companies (GLCs) are management review of internal controls and external audit of financial statements while effective fraud prevention mechanisms are fraud hotline, surprise audits, anti-fraud policy, fraud prevention program and training, operational audits, fraud vulnerability reviews, internal audit or fraud examination department, whistle-blowing policy, and imposing penalty and disciplinary action.
Research Methodology
This study employs a quantitative approach to examine the issues mentioned above. In this study, the sample comprises accountants and internal auditors from public sector organizations in Malaysia. The sample was randomly selected from nine public sector organizations and six higher educational institutions.
A structured survey questionnaire technique (Cates, 1985) was adopted, consisting of 43 questions which were divided into four sections. Section A is on the demographic profile of the respondents. In section B, respondents were asked about their degree of awareness about a fraud occurrence in their organizations. Meanwhile, section C refers to respondents' knowledge on the existence of fraud detection and prevention techniques in their organizations. Section D contains questions that dealt with the usage of technology to detect and prevent fraud. A five point Likert-scale ranging from '1' (strongly disagree) to '5' (strongly agree) was adopted. A total of 150 questionnaires was distributed from which 53 were returned. Only 51 responses were usable which represented a 34% response rate with 2 incomplete responses. The survey data were analyzed using descriptive analysis. Cronbach Alpha for the scales for section B, C and D are .529, .940 and .873 respectively, indicating a satisfactory and moderately high degree of internal consistency.
Data Analysis and Findings
Table 1 displays the demographic profile of the respondents. Out of the total respondents, there were 21 males (41%) and 30 females (59%). In terms of age, the highest average age was between 31-40 years old (70%) followed by below 30 years (16%). Most of the respondents are bachelors degree holders (86%) followed by a masters degree (10%). It is noted that 41% of the respondents have work experience between 6-10 years. Executives under the grades 41-44 (49%) and 48-52 (47%) respectively represents the highest number of respondents and only 4% of the respondents are at the management and professional levels. Table 2 reveals the frequency, mean and standard deviation for the result of each question. Section B of the survey consists of 10 items that are directed to identify public sector employees awareness of fraud in their organization. Mean scores ranged from 3.18 to 4.41 meaning that most of the responses were between "slightly agree" and "agree". Eight items had mean scores in the slightly agree scale, whereas two items (3 and 4) scores agree scale. Item 3 (M=4.41) and item 4 (M=4.39) showcase that the respondents are fully aware of the reporting avenue and the responsibility of detecting fraud.
Awareness of Fraud
To identify public sector employees' awareness of fraud, respondents were asked whether they were aware of any fraud occurrences in their department. 75% agreed their organization has been a victim of fraud and expected an increase in number. 74.5% agreed on the pressure of government employees in meeting certain demand that is beyond his/her authority. This finding could indicate government officials on occasion have to make decisions that are beyond his/her authority to follow instructions from their superior being aware the action is wrong or contravenes the appropriate procedures. In terms of training and courses that would improve government officials' competency on fraud prevention and detection method, 47% agreed they attended such training regularly. However, it is noted that 53% of the respondents had not attended enough training on fraud detection and prevention. This may signal some departments do not provide training or courses on fraud prevention and detection. This is important as such training would enhance the accountant's and the internal auditor's knowledge and skills in handling issues of fraud in their departments. However, even while lamenting the lack of training provided by their departments, 73% agree that within three years, there are improvements in the fraud detection method being implemented in their organizations.
Existence of Fraud Detection and Prevention Methods in the Public Sector
To address the second objective of this study, accountants and internal auditors in the public sector were asked to indicate whether they used the fraud prevention and detection procedures. The mean scores range from 3.25 to 4.14 indicating "slightly agree" and "agree". A total of 24 items was included in Section C where the fraud procedures and software were ranked from the most frequently used to the least frequently used. Results in Table 3 show that operational audits (M=4.14), increased role of audit committees (M=4.10), internal control review and improvement (M=4.08), cash reviews (M=4.06), fraud reporting policy (M=4.02), and staff rotation policy (M=4.02) are among the most commonly used mechanisms in the public sector.This indicates that the accountants and internal auditors play an important role in the detection and prevention of fraud. This is supported by Alleyne and Howard's (2005) findings that internal auditors, sound internal control and effective audit committees enable fraud detection and prevention. Internal auditors who understand the various types of fraud and rates of occurrence will be more likely to recognize any red flags and are better prepared to fight the high organizational cost of fraud.While Perry and Bryan (1997) asserted internal auditors are best equipped to educate the organization's management and employees on the gravity of fraud and its early detection. An improvement on the roles and responsibilities of internal auditors would assist in fraud detection and prevention in the organization.
Table 3 also shows that whistle blowing policy (M=3.61) and fraud hotlines (M=3.59) are among the least commonly used by the public sector accountants and internal auditors in Malaysia. This could possibly be due to the fact that Malaysia has limited provision to protect the whistle blower. Specific legal protection for whistleblowers that would address anti-retaliation provisions and encouraged "good faith" is crucial for Malaysia (Ahmad and Mohd Shariff, 2009 ). The use of fraud hotlines is also very limited in the public sector in Malaysia as few departments provide such facility for the staff to report unethical practices among their colleagues or superiors. Fraud hotlines would provide a secure and discrete way of giving information or tips as it is characteristically private and anonymous. The government should consider providing fraud hotlines not just for the public, but also for the staff to report any fraudulent activities.
Ironically, the mobilization of forensic accountants (M=3.31) is also among the least used fraud detection techniques in the public sector. This is possibly due to the absence of a specific department in the Malaysian public sector that provides forensic accounting expertise. Forensic accounting is a fraud detection mechanism as forensic accountants possess various combinations of skills, including accounting, auditing, law and investigative techniques that allow them to carry out viable forensic accounting investigations. These skills can provide the tool to reduce fraudulent practices and wrongdoings in the public sector. According to Kasum (2009) , the services of forensic accountants are more required in the public sector compared to the private sector. It is crucial to have forensic accountants function in the public sector in order to assist governments to detect, prevent and investigate fraud cases (Omar, Mohamed, Jomatin, and Haron, 2013) .
Fraud Technology
Results on fraud technology used in the public sector to detect fraud are shown in Table 4 . Using nine items, the mean score ranged from 3.51 to 3.98 signalling slightly agree. It is found that password protections (M=3.98), firewalls (M=3.94), virus protection (M=3.86), discovery sampling (M=3.82) and continuous auditing (M=3.82) are among the most frequently used software or technology in the public sector. This indicates the public sector in Malaysia is aware of the importance of using technology in detecting and preventing fraud.
However, digital analysis (M=3.51) turned out as the least commonly used mechanism in the public sector. This could possibly be due to the high investment needed to provide such anti-fraud technology despite its effectiveness. This result is somehow not consistent with Bierstaker, et al. (2006) which found virus protection; firewalls and password protection are the most effective methods. Their study was conducted in the private sector setting, where most private sector organizations invest in technology in order to prevent fraud in their organizations. Compared to the public sector, especially in Malaysia, the lack of financial allocations and skills would be the limitation in implementing fraud software. 
Conclusion
The main objectives of this study are: (i) To identify public sector employees awareness of fraud, (ii) To examine the existence of fraud detection and prevention techniques in the Malaysian public sector organizations; and (iii) to examine the usage of technology to detect and prevent fraud based on accountants' and internal auditors' perceptions. The results of the analysis showed that 93% of the respondents are aware of the need to report and the responsibility to detect fraud. Within the period of three years, 73% agree there are improvements in fraud detection methods being implemented in their organizations. Although awareness exists, training seems to be lacking and thus need to be cultivated among the public sector employees as this may provide better understanding in preventing and detecting fraud.
While in terms of fraud detection and prevention mechanisms, operational audits, increased role of audit committees, internal control review and improvement, cash reviews, fraud reporting policy, and staff rotation policy are among the effective mechanisms perceived by the internal auditors and accountants in the public sector. This indicates that internal auditors and accountants in the public sector play an important role in the detection and prevention of fraud. In terms of fraud technology, password protections, firewalls, virus protection, discovery sampling and continuous auditing are among the frequent software or technology used in public sector fraud prevention.
Among all the findings, it is also noticeable that whistle-blowing policy, fraud hotlines, and forensic accountants are less commonly used. Government should consider providing more fraud hotlines, improve the whistleblowing policy and establish forensic accounting department in the public sector in order to enhance the fraud prevention mechanism in the public sector.
